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Field
of Application

© Computer Systems Concerned

This relates to all computerised sys-
tems that form part of the CEA
information system (local systems
and resources which may be remote-
ly accessed from the network admi-
nistrated under the responsibility of
the CEA units), and which are desti-
ned to create, process, store, exchan-
ge or destroy informations.

© Users Concerned

The NIG provisions are applicable to
any person, whatever his or her sta-
tus, having access to the computeri-
sed systems as defined above : CEA
employee, temporary personnel,
short or long-term trainee, student,
researcher from an associated labora-
tory, personnel from an external
company and employees of subsidia-
ries under the conditions defined by
agreement and in general, all other
personnel authorised to use these
computerised systems.
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The security of the information sys-
tems is the responsibility of qualified
authority and hierarchical authority.

The Directeur Central de la Sécurité
(Central Security Director), as the qua-
lified authority, is responsible for the
security of the CEA information sys-
tems. In this respect, he defines the
security policy for these systems, fixes
the security objectives and ensures
their control.

The operational directors, both pole
and central, as well as department
heads, as hierarchical authorities, are
responsible for the definition of the
security objectives for their informa-
tion system as well as for the applica-
tion of the appropriate measures.
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Regulations
for Use and
Security

The use of the CEA network and
computer systems is carried out
within the framework of the missions
entrusted to the unit holder of these
systems and according to the needs of
this unit. Availability of computer
equipment or resources (service, elec-
tronic mail, remote access, disk space,
printer, ...) to a user is made under
the responsibility of the unit, in
accordance with the regulation pro-
cedures and the methods laid down
by the unit.

The use of these systems ceases when
the mission is completed or when the
need disappears. The hardware sys-
tems are then returned to the unit
concerned; they must be subject to a
physical follow-up check and, if
necessary, subject to the scrapping
procedure as defined in the CEA pro-
perty management Code.

© The user must contribute
towards the general security of the
CEA, notably by observing the spe-
cified rules and recommendations.

© The right of use is granted by the

unit manager; it is strictly personal
and under no circumstances is it
transferable to colleagues or a third
party, even temporarily.



either to
an individual or shared work sta-
tion (PC, workstation, ...) or to
network resources (user accounts
on remote equipment, ...) or to

both.

a

within the framework of his (her)
access rights. As a consequence it
is his (her) responsibility to main-
tain the protection of the equip-
ment and software resources
entrusted to him. Access to the
machine must as a minimum
requirement be protected by a
password. Removable informa-
tion supports (software or data)
of any nature must be managed
and placed in a safe place in rela-
tion to the sensitivity of the infor-
mation it contains and in accor-
dance with the regulations in
force.

giving access to
computer equipment or to
accounts must be chosen very
carefully. They must be made up
of at least 8 characters compri-
sing a mixture of upper and
lower case letters, numbers and
special characters. They must be
changed periodically and never
communicated to anyone or left
accessible in close proximity of
the workstation.

who, due to the require-
ments of the department, shares
resources for which he (she) is the

owner (files, programs, directo-
ries ...),

. These latter persons
are responsible for the data-pro-
cessing that they carry out on
these resources as indicated
below.

Nat
(theft of
equipment or accessories,

attempted intrusion, suspicion of
a virus, ...) must be communi-
cated to the system manager or
administrator as soon as pos-
sible, to the head of the unit
and to the Agent de Sécurité
des Systémes d’Information
(Information Systems Security
Agent) (ASSI), with whom an
appropriate solution will be
validated.

Under these circumstances,
the ASSI may have cause to work
on the computer of the user who
will be kept informed, prior to
and where possible, of the opera-
tions performed.

especially
the resources he (she) no longer
needs with regard to his (her)
functions or upon his (her) depar-
ture from the holding unit.
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Principles
of Use

© Respecting Confidentiality

© Confidentiality relates to infor-
mation whose access is limited only
to those persons permitted to know
it for requirements of the service.

© User files are restricted to their

own use (even if they contain cer-
tain possibilities of use by third
parties).

© As a consequence, it is forbid-

den to misappropriate or to attempt
to misappropriate the user rights
and the access to the accounts of a
third party by whatever means, such
as intercepting a password or
wrongfully assuming an identity.
This prohibition is also valid for the
use of electronic mail. Access to a
workstation belonging to another
user is only authorised following
agreement of the latter. This use
cannot in any case be made under
the identity of the user having given
the access.

© It is recalled that it is a puni-

shable offence to access or fraudu-
lently remain within all or part of a
computer system, even if no erasu-
re or modification of data nor any
tampering with the operation of
the system occurred.



If the activity performed by
the user requires the creation or
modification of files containing
nominative information, the
Commission National de
PInformatique et des Libertés
(National Commission for
Computers and Liberties) (CNIL)
must be contacted first by means
of an advice note or for the most
current processes a simplified
declaration. A declaration must
also be made when these files are
destroyed. The only body within
the CEA accredited to carry out
these formalities with the CNIL is
the Direction Juridique et des
relations Commerciales (Legal
and Commercial Relations
Department) (DJC). The "
Computer Information and
Liberties " guide issued by the
DJC outlines the measures appli-
cable, the creation and processing
methods for computer files, as
well as the rights held by the per-
sons concerned by these files.
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As a result, this must
not be used without the appro-
priate security for the exchange
of information or documents of
a confidential or sensitive natu-
re, even with regard to draft
documents.

notably the opening of
personal services or any profit
or gaming activity,

that must
be limited to business require-
ments, and which especially are
not destined for exchange,
within the organisation, of
information of a social, politi-
cal, confessional or trade union
nature excluding exercising the
trade union rights as defined in
the collective agreements of the
CEA. A reasonable amount of
personal use of these systems is
permitted insofar as the busi-
ness activity is not affected in
any way.

n n

The sending of " chain
mail messages to lists of per-
sons or individuals as well as
sending messages that may
cause saturation of the net-
works or damage the work of a
third party is strictly forbidden.



o © By integrity is unders-
tood the guarantee that the
system and the information are
only modified by a single volun-
tary and legitimate action :
when the information is
exchanged, the integrity is
extended to authentication of
the message, that is, the gua-
rantee of its origin and its desti-
nation.

© The voluntary spread of
viruses, the development and
use of software to avoid the
security devices in place within
the systems as well as the diver-
sion of system use tools for acts
of piracy constitute an offence
liable for penal or professional
punishment.

It is recalled that the following
are punishable offences :

B interfering with or falsifying
the operation of a computer
system ;

mfraudulently entering data
into a computer system or frau-
dulently modifying the data
that it contains.

© Users must be aware that
exchanges of electronic mail are
not anonymous and, especially,
that they involve the use of an
address indicating that the user
is part of the CEA. Positions
taken must conform to the inter-
ests of the CEA.

‘@t © Access to common
resources must be made
with a constant concern for
non-abusive use and equal sha-
ring. In particular, the user
must ensure that as little disk
space as possible is occupied, to
disengage from software with "
token licence " when no longer
in use and not to monopolise
dedicated workstations.

-

@- © Any modification to a
workstation’s hardware or
network equipment may only
be carried out by suitably qua-
lified skilled personnel follo-
wing written agreement from
the system manager or adminis-
trator.
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© It is recalled that information

relating to the defense classification
must not be processed on systems
connected to non-approved net-
works, notably the civil CEA
connected computer networks.

& © Divulgence of processed infor-

=1 mation may compromise the CEA
estate. As a consequence, the user
is committed to not making infor-
mation available to a third party
without first checking to ensure
that he (she) is authorised to do it.
He (she) must check that the means
of protection are adapted to the
level of sensitivity of the informa-
tion and that the distribution is
indeed limited to the scheduled and
authorised addressees.

The user must not respond to
external requests aimed at obtai-
ning information that might be
requested (via computer means,
human contact, lists, ...) whatever
the form (telephone canvassing,
electronic mail, questionnaires,
enquiries, ...).

It is recalled that the use of coding
for confidentiality means may only
be done following agreement from



the Direction Centrale de la
Sécurité (Central Security
Department) and in accordance
with the regulations in force.

© The user must not seek to
obtain nor to use information or
software for which he (she) does
not use within the framework of
his (her) mission or for which he
(she) does not have the rights of
use. In particular, it is forbidden
to use and even to install protec-
ted software onto a workstation
(for which a licence must be
acquired) that could come from
illicit copies or acts of piracy,
including for temporary use or
to test them.

;@ @ Each user is commit-
ted to not introducing
potential security risks into the
CEA networks.

He (she) must observe the
internal regulations governing
access to these networks. In
particular, any new special
access (RTC, RNIS, TRANS-
PAC, ...) must be declared and
submitted for authorisation
from the Direction des
Technologies de I’Information
(Information Technology
Department) of the CEA. It is
essential that solutions invol-
ving access devices to public
networks must use procedures

that allow identification of the
caller (automatic redial,
connections to security servers,

).
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Use of the
Internet

By Internet is understood the avai-
lability via remote servers outside of
the CEA, of means of exchange and
information.

© Use of the Internet must be
made in accordance with the prin-
ciples of use as defined previously
and by observing the legislation in
force. When the user accesses a site
outside of the CEA, he (she) must
observe the security policy and the
local regulations of the host site.
From CEA equipment, a connec-
tion to sites that contain informa-
tion liable to be subject to penal
proceedings will not be processed.

© It is forbidden to distribute
confidential information as defined
above, as well as to voluntarily
tamper with the correct operation
of those servers which it is possible
to access.





